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ZoneAlarm 6.0 At A Glance

Launch:
ZoneAlarm 6.0

Availability:
Rolling launch begins July 11

Products:
ZoneAlarm Anti-Virus, ZoneAlarm Pro, ZoneAlarm Internet Security Suite

Overview:

ZoneAlarm 6.0 continues Zone Lab’s legacy of innovation by creating a proactive, multi-layer
Internet security solution to protect users from the most malicious existing and emerging
threats on the Internet today. Integrating a new OS firewall, an intelligent spyware scanning
and removal feature, and a powerful, community-based integrated threat discovery and
dissemination system called DefenseNet, ZoneAlarm 6.0 intuitively protect against increasingly
malicious spyware programs and emerging kernel-level threats, such as rootkits, by residing
within the PC and monitoring activity to provide a new level of granular security (see features
below for product integration).

New Technologies Introduced:

Triple Defense Firewall:

An evolution of our tried and true stateful inspection stealth firewall, our new Triple Defense
Firewall barricades the PC and its ports from external attack and makes the PC invisible (via
the multi-layered network firewall); prevents spyware and other malicious programs from
attacking legitimate programs (program firewall); and prevents spyware and other malicious
programs from attacking the operating system (new OS firewall).

Available in: ZoneAlarm Pro, ZoneAlarm Anti-Virus, and ZoneAlarm Internet Security Suite

Anti-Spyware:
Intelligent anti-spyware scanning and removal feature automatically prevents, detects and

treats spyware and viruses in one convenient, integrated system to protect the privacy and
personal information of our customers

Available in: ZoneAlarm Pro and ZoneAlarm Internet Security Suite
Spotlight on:

SmartDefense Service:

Provides real-time updates and new attack protection capabilities for ZoneAlarm products. This
Check Point/Zone Labs security service is the brain behind a wide range of services, from
SmartDefense Advisor (formerly Automatic Program Advisor) and DefenseNet to Kill Control
and virus and spyware tracking, intelligence gathering and policy deployment.

SmartDefense Advisor (formerly Automatic Program Advisor):
Automatically passes expert security policy to users, how comes with new Automatic Kill
Control to automatically disable any program that attempts dangerous activity.

DefenseNet (enhanced):

An early warning system for new spyware and malware. It leverages our community of
ZoneAlarm users who can choose to anonymously and automatically share their program
policies with us. Armed with this data, we can quickly deploy policy to protect the millions of
ZoneAlarm users from the latest spyware and attacks. In force for over a year, DefenseNet
has already proven to be a powerful addition to our security arsenal.

Available in: ZoneAlarm Anti-Virus, ZoneAlarm Pro and ZoneAlarm Internet Security Suite



